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Abstract

In this paper, we propose two format-compliant encryption schemes for JPEG2000, which preserve the syntax
of the original codestream and do not introduce superfluous markers into the encrypted bitstream. The proposed
efficient scheme randomly encrypts either low or upper half bytes of those randomly selected bytes in
Codeblock Contribution to Packets (CCPs). The secure scheme encrypts both low and upper half bytes and can
protect the nearly whole codestream except for the header information. The proposed schemes can provide
efficient, secure, scalable and completely format-compliant protection of JPEG2000, which is proved by lots of
experiments.
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1. Introduction

Digital imagery is pervading in everyone’s daily life. In order to save the storage and bandwidth, raw images
are usually represented efficiently by compression. JPEG2000 [1] is the latest worldwide standard for
compression of still images. JPSEC[2] is Part 8 of the JPEG2000 standard. One major technical issue in JPSEC
is encryption. A JPEG2000 code stream consists of markers and auxiliary data (i.e., packet data). All markers
are byte-aligned, and the code stream is always an integral number of bytes.

Norcen and Uhl [3] partially encrypt JPEG2000 code stream with an AES symmetric block cipher in CFB
mode. They report that encryption of 20% bitstream can provide a high level confidentiality. The scheme isn’t
compliant to JPEG2000 codestream.

Wu and Deng [4] recursively encrypt Codeblock Contribution to Packets (CCPs) using arithmetic addition
module until the cipher text meet two requirements: no word exceed [0,0xFF90); the end byte is not OxFF. For
many CCPs more than one encryption pass are needed.
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Kiya et al [5] randomly select some bytes from body data and scramble their lower half bytes by bit-shift
operation. The scheme is efficient and can output the compliant bitstreams.

Conan et al [6] present a similar algorithm, if any byte has a value less than OxFO, its four LSBs (Least
Significant are encrypted with a block cipher. Apparently the security of the simple schemes [5][6] is weak.

Lian et al [7] selectively encrypt some sensitive frequency subbands, bit-planes or encoding-passes with
conventional ciphers, such as RC4 and AES. The scheme could introduce superfluous markers in the encrypted
codestreams.

Fang and Sun [8] proposed format-compliant, complete encryption of JPEG2000 bitstreams. Relationship
between contiguous bytes is exploited for encryption. If one byte is damaged during the transmission it would
influence the decryption of its following bytes.

This paper presents two scalable, format-compliant encryption schemes. The efficient scheme can protect
the codestream very well by encryption the small portion of data. The other one can provide high security
protection of JPEG2000 codestream.

The rest of this paper is organized as follows. Section 2 firstly introduces the structure of JPEG2000 packet,
and then describes our compliant encryption schemes in detail. Section 3 analyzes the security of the proposed
scheme. Experimental results in Section 4 demonstrate the effective and efficiency of the proposed scheme.
Conclusions are summarized in Section 5.

2. The Proposed Schemes

2.1. JPEG2000 Packet Structre

The data representing a specific tile, layer, component, resolution and precinct appears in the code stream in
a contiguous segment called a packet. Packet data is aligned at 8-bit (one byte) boundaries. A packet consists of
packet header (between SOP and EPH) and packet body (Figure 1). Packet body is composed of CCPs,
information about which is introduced tag tree in packet header. The data in a packet is ordered such that the
contribution from the LL, HL, LH and HH sub-bands appear in that order. Resolution r = O contains only the
LL band and resolutions r > 0 contain only the HL, LH and HH bands. Codewords (i.e., two contiguous bytes)
in the packet are not in the interval [0xFF90, OxFFFF] and the last byte is not OXFF.

SOP  Packet header EPH Packet body

\1/ A \1/ A
HL LH HH HL LH HH
tag tag tag | | code bytes| code bytes | code bytes

Empty header bit l/

CCP|CCP|CCP| ---

Fig 1. JPEG2000 packet structure.

Two requirements can assure that the syntax of the original bitstream is preserved:
1.  Noextra OXFF is introduced into the encrypted codestream.
2. Keep the byte, which is less than 0X90 , being below 0x90 .
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2.2. Techniques for Compliant Encryption of JPEG2000 Bitstreams

In the proposed schemes, the following encryption techniques are employed to meet the two requirements
and make the scheme more efficient.
1. Select a CCP as the encryption unit, which can maintain the scalability of original codestreams. Each

CCP is partitioned into a byte sequence: CCP — {P,, P,,---, R, -}, P, is 1-byte data.
2. Randomly selected some bytes in the CCP for encryption, which can decrease the computation
complexity. Let {I’,} be a set of random integers generated by a secret key. A is a parameter used to

control the length of codestream to be encrypted. {ﬂi} is a set of random incremental steps. {T (ﬂf,)}
determines which bytes in the CCP are encrypted. The maximum of {T (ii )} must be less than or equal
to the length of CCP. Elements in {ﬂ,,} and {T (A4 )} can be calculated by (1) and (2) respectively.

A «<rmodA+1 1)

T(4) =T(A)+4 @

3. The randomly selected byte P can be divided into two half bytes: Upper half byte P, (the four MSBs
of P') and low half byte P, (the four LSBs of P). P, and P_are individually encrypted by (3) and (4).
4. Encrypt low half byte P, with (3).

(P_+r)mod0x10, P <O0xFO
C, ={ (P_+r)modOxF, 0xFO < P < OXFF 3)
OxF, P = OxFF

5. Encrypt upper half byte P, with (4).

(R, +r)mod0x9, R, <0x9
C, < {(P, —0x9+r) mod 0x6 + 0x9,0x9 < P, < OXF (4)
OxF R, =0xF

2.3. Efficient, Format-Compliant Encryption Scheme

We can combine the above techniques and design an efficient, format-compliant JPEG2000 encryption
scheme.
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1. Assume JPEG2000 codestream is organized in layer-resolution-component-position (LRCP)
progressive order. Lower layer in the codestream contains significant information. We selectively
encrypt the packets in the lower layers.

2. We choose large parameter A and encrypt less data to achieve the efficiency. The larger A4 will result
in leak of more information. However, compression is also a scramble, and so leak of some compressed
data will not make the decrypted image dramatically distinguishable, which can be shown in the
experimental section.

3. We randomly encrypt either low or upper half bytes of the randomly selected bytes.

2.4. Secure, Format-Compliant Encryption Scheme

We take following measures to design a high-level of security, complaint encryption scheme.

1. Choose all layers in the codestream for encryption.

2. Decrease parameter A to encrypt more bitstream. Extremely if A =1, all bytes are to be encrypted.
3. Both low and upper half bytes are encrypted with (3) and (4)

The procedure of proposed secure, compliant encryption scheme is shown in Figure 2.

T(4) <, mod A+1,CCP — {R}

PU
CU Ead) Pu C, «Ef® PL
CU CL

CT(A)‘*CquL

v

T—i+L4 «rmodA+1T(4) < T(4,)+4

Fig 2. Diagram of encrypt a CCP

”{P" }” is the length of {Pk }or the number of elements in the it. Decrypt low half byte C with (5).

(C_—r)mod0x10, C<OxFO
P ={(C_-r)modOxF, 0xF0<C <O0XFF ®)
OXF, C =OXFF
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Decrypt upper half byte C; with (6).

(C, —r)mod 0x9, C, <0x9
P, <1 (C, —0x9—r)mod0x6+0x9,0x9 < C, < OXF (6)
OxF C, =0xF

T(4) < r,mod A+1,CCP —{C, }

Y
Cu
F{J&CU P (ﬂq
R P
Pray < ROR &

i< i+l 4 «rmodA+1T(4) < T(4)+4

Fig 3. Diagram of decrypt a CCP

3. Security Analysis

In this section the security of the secure encryption scheme is analyzed. For simplicity we assume that bytes
in the CCP are uniformly distributed random integers. Low and upper half bytes are random integers too.
Averagely for each byte there are I" possible values

I'=(@16xPr,,+15xPr,,)x(9x Prppers + 6 x PrupperZ)
240 15 9 6
~15.88x10.75
~170.71
Pl = Pr(P, < 0x@) Tiowz =PHOXFOSP<OXFF) o " proxe < b, <0xF)
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For a CCP whose length equals to ||{Pk }” , there are FH{Pk i possibilities. Since it’s a very large number, our

scheme is secure.
4. Experiments

Lots of experiments have been done to verify the effectiveness and efficiency of the proposed efficient
scheme. Test images are 512x512 8-bit grayscale standard images. 5-level DWT is applied to the test images
and 16 subbands (LLO, LHO, HLO, HHO, ..., LH4, HL4, HH4). According to rate=0.1,0.2,0.3,0.4,0.5, five
layers are generated and the codestream is ordered in LRCP. The efficient encryption scheme is simulated and
compared with Norcen’s method [3].

i
(c) Encrypted Lena
I = 0.46%

(e) Encrypted Lena ()] Ecrypte Lena
(Norcen) I=138% (Efficient scheme) M=138%

ol Lal Zyl_i.lbl
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g) Encrypted Lena

(Norcen) _

= 2.29%

I-Elrié‘rypt‘ed Baboon
(Eficient scheme) I' =0.46%

(i) Encrypted Baboon
) (Norcen) r —0 46%

(k) Encrypted Baboon () Eﬁcrypted Baboon
(Efficient scheme) IM=138%

| il ll.:_.'_‘ BaanrV g 1L b
(m) Encrypted Baboon (n) Encrypted Baboon
(Norcen) M=229% (Efficient scheme) I =2.20%

Fig 4. Comparison between Norcen’s method and our efficient scheme

Experiments show our efficient scheme protect Lena and Baboon better than Norcen’s method. When 0.46%
data are encrypted, original contents are hardly distinguished from the protected images with our efficient
scheme. However main contents encrypted by Norcen’s method can be clearly saw. When about 2%
codestreams are encrypted, our scheme can protect images very well, but Norcen’s scheme is still leak some
important information.
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5. Conclusions

Two scalable, format-compliant encryption schemes for JPEG2000 are presented. The efficient scheme can
protect images by encryption of only a few data. The computation complexity is low and can be easily
implemented. The secure encryption scheme can provide high-level of security protection.
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